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* LIR = Local Internet Registry
* AS oder ASN = Autonomous System Number
* |IPv4 oder IPv6 Prefix

* RIR = Regional Internet Registry

* |IRR = Internet Routing Registry
ideally: operated by RIRs or others

* Route Objekte, ASN, AS-SET
 RPKI & ROA



* |IP Hijacks
e Leaks

e Sauberes Filter auf IRR und RPKI Basis

* Die IRR und RPKI Basis



Prefixes originated by AS39912

Prefix »
77.220.96.0/20
77.220.105.0/24
77.220.111.0/24

/7.220.112.0/22
/7.220.120.0/21

78.142.64.0/23

78.142.68.0/22

78.142.72.0/21
78.142.96.0/20
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RIPE NCC
RIPE NCC
RIPE NCC
RIPE NCC
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RIPE NCC
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RIPE NCC
RIPE NCC
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@ Everything looks good

@ RPKI ROA exists, but prefix not seen in DFZ

© RPKI ROA exists, but prefix not seen in DFZ

@ Everything looks good
@ Everything looks good
@ Everything looks good
@ Everything looks good

@ Everything looks good

@ Everything looks good




Prefixes originated by AS3549

Prefix w RIR$ BGP$ RPKI$ ALTDB % APNIC2 ARINS LACNIC2 LEVEL3 4 NTTCOM % RADB2 RIPE & RIPE-NONAUTH 2 Advice 2
64.76.0.0/19 ARIN 3549
— match DFZ origin

64.76.9.0/24 ARIN 3549
match DFZ origin

64.76.62.0/24 ARIN 3549 18678, 19169, © No route objects

match DFZ origin

e=a © Expected route
object in ARIN, but
on{y found in other
IRRs

@ No (covering)
RPKI ROA found for
route objects

103.82.131.0/24 APNIC 47582 3549 »/24, 134785 3549 ©, 206819 © 47582 ©, © RPKI origin does
- e . - not match BGP

»/24, 206819 »/24 47582 © 136162 ©, origin
206819 ©® © Multiple route

objects exist with
different origins,
but DFZ only has
one




* Sehr wichtiges Tool:

e ... zur Kontrolle und Fehlerbeseitung

* ... um vergessene Eintrage zu finden

e ...um Eintrage zu finden die Dritte gesetzt haben



< RIPE Atlas



* RTT = Round Trip Time (vs. Latency), Ping, Traceroute

Nicht Sichtbar

. Sichtbar

Losungsidee: wir brauchen eine Traceroutemoglichkeit auf der
Gegenseite / Aber auch: ,erlaubtes” Ping Ziel!




* Globaler BGP Tree — wer ist von wem Kunde?

1853 ACONET ACOnet Backbone, AT

> Adjacency: 43 Upstream: 3 Downstream: 40
’ Upstream Adjacent AS list
H AS20965 GEANT The GEANT IP Service, NL
as21320 i—'I|||\ AS1764 NEXTLAYER-AS, AT
AS6939 HURRICANE, US
g Downstream Adjacent AS list
-- . AS34183 BMG BMG Bundesministerium f. Gesund

Verizon

B} Liberty

AS1109 UNI-SALZBURG University of Salzburg
AS1112 Montanuniversitaet Leoben, AT
AS1111 University of Klagenfurt, AT
University of Innsbruck, AT
Austrian Academy of Sciences, AT
Universitaet Graz, AT
BOKU Universitaet fuer Bodenkultur
WIENKAV Stadlauer Strasse 54, AT



https://bgp.he.net/
https://www.cidr-report.org/
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* https://atlas.ripe.net
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+ Search ID, ASN, Country, IP, Prefix
1853

-
&. AS1853 (v4) (10)

ID: 60123 :
ASN (v4): 1853 HTL Villach

COUNTRY: AT

STATUS: connected
|Pv4

!
— e K¢ % . .
j& Nagen! Current Configuration
=

Internet Address
ASN

Local Address
Gateway
Netmask

DNS Resolvers

General Network Built-ins UDMs Status (beta)

78.104.195.8
1853 (ACONET - ACOnet Backbone)
78.104.195.8
78.104.195.1

255.255.255.22

IPv6
Current Configuration

Automatic




Probe ¢ ASN (IPv4) ¢ ASN (IPv6) ¢ s ¢ Time (UTC) ¢ RTT - ¢ Hops
50397 61201 61201 - o

52794 61438 61438 - o

60123 1853 - O 2024-02-21 07:41 0.526 0 1
6827 1111 [+ 2024-02-21 07:42 2.244 6
7046 61098 61098 - o 2024-02-21 07:42 7.780 11
1004905 39912 39912 - O 2024-02-21 07:42 12.050 8
34181 62373 2024-02-21 07:42 UTC 12.155 9
7182 34785 12.777 8
— — Traceroute to 78.104.195.8 (78.104.195.8), 48 byte packets P .
15476 6798 1 mm 14.122 9

53208 8412 P4 81.223.21.9 | m [ 1.645ms | 1.631ms | 14.835 9
6120 42473 E] 217.25.122.187 | atvieoscrcotassarzne | assarz | 11.521ms | 7.961ms | 10.951ms 15.090 11
15439 6798 ol 217.25.123.47 | 217:2512347.staticupcbusinessat | assarz | 7.717ms | 7.562ms ] 7.583ms EEEERPL 9
T 15320302 ] winaraconer ] 7-157ms | 7-vaoms ] 8714ms.

T 1551711857 | awasaner | soress | 17:447ms | 1253ms | 12.471ms_

g 55171858 | meves | 15.272ms ] t6cazrms | 1aa7ims |

* https://atlas. By Taioatest ] s | 17.713ms | t4cosms ] 1acsems )
] 75.104.195.8 [ asvess | 15.131ms ] 14.252ms | 14.835ms |



 Sehr wichtiges Tool flir Engineers / Community

e Strategische Knoten sollten einen Anchor haben

* Bitte installiert Probes

* RIPE hat Lander die unterversorgt sind — bitte mithilfe

RIPE Atlas probe coverage
Showing ASNs covering at least 1% of the country's po
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. 3 C 25 routing.netray.io
@® newsORFat €& IP-Hetrix-Status O Facebook  [fi] Linkedin G Netbanking
NORDEND

Q agonet

HohenstralRe

A 8]
ACOnet

== | AS1853 | 2 facilities | 335.360 IP addresses

Iviciial iviaws

Vienna Internet eXchange & ACOnet services
= | AS1120 | 1 facility | 528 IP addresses

escnenneimer |10or

__NORDEND

[ Q austd
o o) HohenstraRe
A1 Telekom Austria AG

=+4 | AS8447 | 2 facilities | 2.832.128 IP addresses
wicnanplatz

(¢

Parlam;ntsplatz

Drei Austria

=+1| As25255 | 1 facility | 1.000.448 IP addresses A

. Habsbu?gerallee
T-Systems Austria GesmbH
=+1| AsS8387 | O facilities | 92.672 IP addresses

Charts

Austria
790 AS
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= Austria AS Table Charts

Download table as CSV

ASN AS name IPs IPs in Reg. Country Reg. Country Present in Country
AS42 PCH AS42 59.136 67.0 % B=e BE=+90
AS174 Cogent Communications, Inc. 28.935.680 79.4 % L= E=+136
AS209 Lumen AS209 26.204.665 99.9 % = BE=+23
AS679 132.096 100.0 % — —
AS701 Verizon 43.023.104 99.8 % = BE=+41
AS702 Verizon - EMEA 6.037.504 0.2% = .-+24
AS714  Apple Inc. 45.642.496 896%  m= =153
0 [ = -




Routing Status (AS1853)

At 2024-02-21 00:00:00 UTC, AS1853 was
visible to 100% of 371 IPv4 and 100% of
378 IPv6 RIS full peers.

Upstream Visibility (78.104.0.0/16)

Distance from origin AS
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s ore ‘,l =ran Equinix SG, Singapore Sm!.Mm[mum
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LACNIC Multihop, Mol Average (ng_prepending)

Catnix, Barcelona, Spain
RIPE-NCC Multihop, Amsterdam, Netherlands

London, United Kingdom
UAE-IX, Dubai, UAE

>w, Russian Federation

AMS-IX / NL-IX, Amsterdam, Netherlands
d, Stockholm, Sweden

DE-CIX, Frankfurt, Germany

Amsterdam, Netherlands
VIX, Vienna, Austria

New York City, New York, US
CIXP. Geneva, Switzerland

PAIX, Palo Alto, California, US MIX. Milan. Htal
- - - v llan, ltaly
PRERE et Flon v?etro Sao Paulo,[#at§ / JPIX, Tokyo, Japan

Showing results for AS1853 as of 2024-02-21 00:00:00 UTC

Bitte supported
Route Collectors
Ris.ripe.net
Routeviews
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Liecht@nstein

zerland

Czechia

Austria

CDN and Cloud
Services

Legend

@® Akamai PoPs
Amazon Edge Locations
@ CacheFly
' Cloudflare Datacentres

Fastly PoPs
@ Google Locations
@ Meta/Facebook Network Appliances
@ Microsoft Frontdoor PoPs
@ Netflix OCAs
Data sources available on Github




* https://stat.ripe.net/
* https://opentelecomdata.org

nttps://www.manrs.org/

nttps://radar.qrator.net/

/cdns/
* https://routing.netray.io/

e https://atlas.ripe.net/
e https://bgp.he.net/
e https://www.peeringdb.com/

e https://irrexplorer.nlnog.net/
* https://bgp.tools/

nttps://radar.cloudflare.com/

nttps://lg.de-cix.net/

nttps://www.cidr-report.org/


https://stat.ripe.net/
https://opentelecomdata.org/cdns/
https://opentelecomdata.org/cdns/
https://routing.netray.io/
https://atlas.ripe.net/
https://bgp.he.net/
https://www.peeringdb.com/
https://irrexplorer.nlnog.net/
https://bgp.tools/
https://www.manrs.org/
https://radar.qrator.net/
https://radar.cloudflare.com/
https://lg.de-cix.net/

Danke



